


ᴵ ớ ῎ 



₦  

 

Å︢  ERP ᶈ ᶶֺε֫ṵẪᾰҭ ζ ồⱢ ᶵҰᵙט
Ỡᶶט ᾭὯẶזḸ CHAP   TLSεHTTPSζ Ḡԅҽ Ҩᴣ ᴵ

זּ εHACζ ᶺ ἐⅎιҡᾭὯḕӴ ҽ ♇ḳ ᴿѦΆ
Ӡ  ERP Ὸח￼Ḡԅớ ᴵ ớ ḧớᵙӰ ớ  

 



ᾭὯᴵ ớ 

Å  IDC ￼֫ṵẪ 6 א Ἡ ι ӠץὐўחᾭὯ ᾭὯ ҭᾭὯᶈԓ
￼Ἅῶ ERP ᾭὯᴵ ớᶎ  17Ѧ9ε99.999999999999999 %ζ ᴏӔᾯ
ẚ IDC ♅ ớᶊḢԅᾏ⅓ιѼјҺѢ᷂үӍᾭὯ  
 

Å҉Ẉᴶ⅛ῄ ῳפḢἄồⱢᶵҰιӠּט  7 ᶾᵙ 90 ᶾԓ⅛ᵕ ￼ ồⱢε
7+ 12ζ ồⱢᾭὯᶢ҈ᴵ ￼ᴥ EC │ιᴵῶᾦἧᵻּיᵔṪ ᾛӐἆỦỴ
ᾛӐẬ ￼ᾭὯѢ᷂ ᶵҰồⱢҐ Ӵḕ҈јᵃ￼ IDC  ἌѧιҨ ℓώ
Ԏᴵ״ ớ  
 

Å ᾭὯ ѧḕᾣᶈּיἅΆ Ѯ ᴧ￼ιṾῶḫῊεon -the - flyζᴙ ᵙẶז
ḸӠἴ￼ Ὁᾰҭ εVFSζѧ ⅛₭ ᴪ῭Ὴι ҺḾ ᾭὯ
ᶵҰט ⅛₭ᾭὯ ׁι ҺḾ ᾭὯ Ḣᾯớ₅ι ᴧּו ιֱ
ḾԎ Ỡᶶט  



Ὸחᴵּזớ 

ÅּיἅΆ Ѯ ᴧιᶢ҈ᶺᾭ╘ │￼Ặ ἰ εSplit  Brainζᶺ╗ IDC 
ᴵּז εHACζњַ‟‗ιῸחᾯӌᴵּזớᴵ  6Ѧ9ε99.9999%ζ
ӠᴏӔᾯẚ IDC ּ҈יṴᾤᾼṪ ⱡ♅ḱ Қѭ᷂ ᴝᵼї ιѼᴵᶈ
Ḣἄᾥ ι IDC ј זὭֹԎḜᴵּ֬ט ᾸώӗῸח  

 

Å Ọ ￼ᾥ ₅╜ Ὸחᴧא Ὸח ѯ ֫ṵẪ Ҩᴣ╦Ụ יּ ֫ṵ
Ẫᴃ ᵙᾭὯᵃℓ │ώӗ￼Ặ ớӠ Ӡ҃  IDC ￼ᾥ ѼјҺ
Ṁ ᾭὯ ớ  

 

├χἅΆ ᴵּזεHACζ ớ εHPCζ֫ṵẪ‟‗ᵙ │ᴩֹᶺ ᶂḲᵙᶂ ᴧ῎њַӠἴ  



ᴵ ớ Ӽ ῎ -  1 

ÅṾẶ Ӡ ￼ᶺ╗ IDC Ἡ ῗאҦ ớ ᵙ ᴵּז ￼ԋ Ἡ ιѼ
ῗўּףԇ ￼Ѯ ♇ Ӑѭḫӕχ2018  ẉ 9 ῴ 4 ῄỉ ᶂѧᴇת•ᾭ
ὯѧỌ ᾥ Ṁ  Office Active  Directory Visual  Studio  Ὸחї

 10 ṇῊјᴵּזψ 2015  ẉ 8 ῴ 20 ῄ Google  GCE ῸחѧᾸ 12 ṇῊ
Ẋ⇔ѰѢ᷂ᾭὯψ2015  ẉ 5 ῴ 27 ῄᵙ 2016  ẉ 7 ῴ 22 ῄᾟҥḪѣ₭ѧ
ᾸᾭṇῊψҨᴣ 2013  ẉ 7 ῴ 22 ῄỉӡῸחѧᾸᾭṇῊ ᶽ҆ᾥᶎṞ҈
ғᵝ῾ḫאᶺ╗ IDC ‟‗ιᴅѦ IDC ᾥ Ṁ Ὸחԅ ї ￼ ӕ  

 

Åᶈі Ά ιἅΆὊῶ ẉ￼Ѩḹײ ιᴩᶺ ᶂḲᵙᶂ ᴧ῎њַӠ
ἴ￼֫ṵẪ‟‗ᵙ │ ệ ҈ Ӿ￼Ặ ᴵּז ớ ֫ṵẪ
│ᵙ‟‗ιἅҪᶈ︢  ERP Ẉᴶіḫ҃א ⃰￼Ặ ᶺ╗ IDC ‟‗ι

ѭḭἋώӗ҃ῂҨҿ⅝￼ᾭὯᴵ ớᵙῸחᴵּזớӠ  



ᴵ ớ Ӽ ῎ -  2: ỉӡ῾ḫאᶺ╗ IDC, Ṁ ᾭṇῊ  



ᴵ ớ Ӽ ῎ -  3: ᾟҥḪ῾ḫאᶺ╗ IDC, Ṁ ᶺ₭ ᾭṇῊ 



ᴵ ớ Ӽ ῎ -  4: ₵҉ Ὸח  12 ṇῊẊ⇔ѰѢ᷂ᾭὯ 



ᴵ ớ Ӽ ῎ -  5: QQ ῾ḫאᶺ╗ IDC, Ὸחᶽ ₩  



ᴵ ớ Ӽ ῎ -  6: ҉ Ἄᶺ₭ᾥ Ṁ ῸחѧᾸ 



ᴵ ớ Ӽ ῎ -  7: ᶂ ᵼ Ἄּדכᾥ Ṁ ᾭῄ 



ῃ  -  ᴵּזớᴦӕ 

Å  OfficeȁADȁVS ⱵҊ  10 Ҍ  



ῃ  -  ᴵּזớᴦӕ 

ÅᶂḲᶹ∆ ᴧּוᾥ Ṁ ᶂԓἍῶ ᶹ∆ԂὭўחӯ₿ᾭṇῊ 



ᾭὯḠԅớ -  1 

Å︢  ERP Ӕּזᶢ҈ἅΆ Ѯ ᴧιᾟὙḫῊεon -the - flyζᾭὯᴙ ᵙẶז
Ḹ￼ Ὁᾰҭ εVFSζιḾᾭὯẓιᵙἍῶ ӡỤώӗᾯẓ ָ￼Ặ
ὐ AESץḸӠἴιᾟὙז BlowFish SERPENT ᶈԓ￼ᾭײ ўּף ᴵ￼
ẶזḸ │  
 

├χ῞ ￼ιҨᾭὯẓ ẹѭᴅӈ￼זḸ ẂҺṄ ᵃ￼῎ᾰ Ὥѭᵃ‾￼Ḹᾰ  

ӕḅχ ᾭὯẓԓ￼ּזἋ ѧιῶ Ѧᵄѭ Name  ￼ḔⅎּזḕᾣᵔṪḋᵄιẊћ῎ᾰɒắѕɓ
Ḹᵅ￼Ḹᾰѭ ɒDEFGɓιֱḾ҈ז ε ḔⅎζזḸ￼ │ ι ѧ⅛₭֧אᵄѭɒắѕɓ￼ᵔ
Ṫι Ṅ ḸѭɒDEFGɓεז  ECB ₩Ẫζ  

Ἅῶ  ECB ₩ẪḾ ỗ֫‘ Ṯ֫֫‘ Ṱ ֫῎ᾰᾢ֨ ἐⅎ ἴ ד ỄẴιῂ│ Ӡ
ᾭὯḠԅ  

︢  ERP Ӕּזᶢ҈ CTR ₩Ẫᵙ AES ẶזḸ │￼ᾯẓזḸἩ ιώӗᾭḙіᴵ ῎￼ẶḠԅớ
εᴵ ớ ớ ӠḸớζӠἴ ᴏӔῗ ᵃ￼῎ᾰιѼҺ ᴪὭѭјᵃћḢԅῂԋ￼Ḹᾰιҡ
҃і ᾢ֨ΆẪ   



ᾭὯḠԅớ -  2 

Å︢  ERP Ӕּזז ￼Ḡԅᾫ֯ӪḕӴּזἋḸ ҎӡỤṄ ᴙ ᵙẶ
ᵅἑӠḕֹתḸᶴז ḕӴѧ  

 

Å︢  ERP Ӕּזᶢ҈ ￼Ѥά  ֺᵙ ίֺ֯ εACLζ זּת
Ἃ  ᶈẦᵏ҃ᾯẓזḸו ᵅιᴏӔ │ᵔѼῂת ҲўᾭὯ  



ҽ Ḡԅớ 

Å︢  ERP Ӕּזԇ  ḍ ‗ᴧṵ￼ᾭḔ ѿιώӗ ָ￼  TLS
εHTTPSζ ᾭὯҽ Ӡἴ  

 

ÅּזἋḸ Ҩז Ḡԅᾫ֯￼ẻẪ ḕӴ Ӕּזᶢ҈ SHA ᵙ HMAC  Ḡԅ
│￼ CHAP  ᴃ Ḣἄ  ╙ ᴏӔјӘ  TLS זḸӠἴεԅ
῎ᾰҽ ζιѼјҺᴧּוḸ ⌠  

 

Åa Ἃזּ  5 ₭︡ ᷂ ᵅιẶֺ֚ᴐ 5 ֫ ι ᵀԄӜ₅╜ᵙỦỴ
∂ ◒Ἡ ι ₿Ῡד ℅ᶹι ᵔת ᴵ ḧѲῳṇ ẙιᶽṇ֒Ḕ
⅔ᵙᾭḔ ᵀ Ḹ ᶶ ẙ ∂  



Ḡԅớ -  1 

ÅJavaεJREζ C#ε.NETζҨᴣ Tomcat ᶫḕᶈᶽע  Ѥ ◖╓ιῶ‖
Ḡԅ Ứ ᶂ Ḡԅ ԇẦ￼ CVE ᾭὯẓᴵᴧאιі ғᵝ֡Ѷ⅛
ẉ ҺғּוᶺѦḠԅ ѭɒѤ ɓ￼Ὰ◖╓ ӕḅχ 
 

ÅJavaχhttps://www.cvedetails.com/vulnerability - list/vendor_id -93/pro
duct_id -19117/Oracle -JRE.html 
 

ÅTomcatχhttps://www.cvedetails.com/vulnerability - list/vendor_id -45/
product_id -887/Apache -Tomcat.html  
 

Å.NETχhttps://www.cvedetails.com/vulnerability - list/vendor_id -
26/product_id -2002/Microsoft - .net -Framework.html  
 

Å  
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Ḡԅớ -  2 

ÅḅṫᶃἍ χḾ Java .NET טỗ
Ὴעᶫ Tomcat  ḳᵸιҨᴣ 

JBoss ѕΆ‟￼Ә ιṀ
ѧ ẬԄ҃ᶽ ᶹ￼ιјᴩẦᴧᵬ
ίֺ￼ ѕΆ ҭ  
 

ÅI Ҩ ֹιӔּז Java .NET PHP 
ỗט Ầᴧ￼ғᵝιԎẔּז ẑљ
ẕṖᶢ ᾼ ᵍ҃ץ ѕΆ‟
Webḳᵸ ỗט Ὴ ᶺѦ ᶹṖ

ҎјᴩẦᴧᵬίֺ￼ιּי ѕ
Ά ҭ ἄ￼ ᶹṖ ᵍᶽץ ẍѭ
Қ ιᴵ ╓◖Ḡԅ￼זַּ῏  



Ḡԅớ -  3 

Åּה үӍ ῶẂ ￼῞ Ἃזּ ᴵҨ ᾆ Ậᾜ ᴅᶊἧֹᴵἄזַּו
Ҏ◖╓ ᾢ֨￼ԁ Ầ◊ṪԏιẊҨ℅ԄӜҲў ιḢἄᾭὯ ᴨ ᾭ
Ὧ ᾡ ᾭὯ ⅓ │ᾛӐ  

 

Åּי℅ᴵ ιẬԄјᴩίֺ￼ ᶹṖ ᶽᶽᶭ҃ז ￼ᴩᾢ֨ ιѤ ᶭז
҃ ￼Ḡԅ ᵃῊᶽᶽᶭ҃ז Қᵔ￼ṪӐ Ἳιώ҃״ ￼Ở
ӌὊῶἄ εCTOζ  



Ḡԅớ -  4 

Å︢ Ҩ ᾦ￼ᴝּו ᵸ εNative  
Codeζ ὶ ᶈ ҭᵙᾛӐ
‗ἄ￼ẕṖᶢ ᾼіιѭ ERP 
Ṿ҃ῂљҿ⅝￼Ὴ ᾦꞌᵙḠԅớ
Ӡ  

 

Åּ҈יῂ Ә ỗט Ὴ Webḳᵸ
јᴵί￼ ѕΆ ҭιᵼ℅ᶽᶽ֟

Ṉ҃ ҭ￼ᴩᾢ֨ ι‖ᶽᶊ Ӊ҃
Ḡԅ Ứ ᵃῊᶈỄᶽ ẙі֟

҃ Қᵔ￼ṪӐ Ἳι Ӊ҃ḭ
ἋỞӌἄ   

ÅḅіᶃἍ χ︢  ERP/HRMS Ӕ
∆זּ C/C++ ṪԏẦᴧ  

Å ὶ‗ấᶈẕṖᾛӐ ᵙ ҭẈᴶ
ѳі  



Ḡԅớ Ӽ ῎ -  1 

Å ẉḠԅ ᴧιҍ ∫ṉִי Yahoo Linkedin ε ζ Ṓ
ᾐ⁞ᶽ UPS eBay ҖѠ ᾟҥḪ ᴃ 12306 ῏ CSDN ѧ
ᶂҚṁ Ҩᴣᴿᶽ ẖ ᵽε ╖ ᵴ︡ є ζ ᶂԓᶹ ᵄ
Ҳўᶎ ἵ֧ᶽ ⌠ἋӡỤזּ ￼Ѥ Ḡԅ҆ҭιḠԅӠ Ṱ јḳ־  
 

Å︢ ἍῶᾭὯẓεᾯẓζᵙ ᶊ ᾭὯᶎḕᾣᶈἅΆ Ѯ ᴧ￼ιᾟὙḫ
Ὴεon -the - flyζᾭὯᴙ ᵙẶזḸ￼ Ὁᾰҭ εVFSζѧι ԅΆ
ӈӠἴιᾟὙᾭײ ўּףԇ ￼ẶזḸḠԅ │ιᴏӔ │ᵔѼῂת
ҲўᾭὯ  

 

Åɡ ҈ўּף‰֝￼ẶזḸ │Ӡ ҃ᴏӔ῾֧҃א⅛ ᴵḢἄ ₭єқ׳
Ḹ ṍ ￼  ιѼ Ẉᶎҋ׳ᵺ︣єқẉἑ ѦḸ
Ḡԅớệֹ҃‖ᶽӠ  



Ḡԅớ Ӽ ῎ -  2 



Ḡԅớ Ӽ ῎ -  3: Java ᴎ◖╓  


