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Azure status

Last updated 48 seconds ago

Get a personalised view of the health of your Azure services

Go to your personalised dashboard »

A Multiple Services - Applying Extended Mitigation

UPDATE AS OF 15:00 UTC: Engineers have restored storage availability for the majority of impacted services, and customers should be continuing to see
improvements to service availability.

CUSTOMER IMPACT: Starting at 09:29 UTC on 04 Sep 2018, customers with resources in South Central US may experience difficulties connecting to
resources hosted in this region. A complete list of impacted services can be found below.

PRELIMINARY ROOT CAUSE: A severe weather event, including lightning strikes, occurred near one of the South Central US datacenters. This resulted in a
power voltage increase that impacted cooling systems. Automated datacenter procedures to ensure data and hardware integrity went into effect and
critical hardware entered a structured power down process.

ENGINEERING STATUS: Engineers have restored access to storage resources for the majority of services, and most customers should be seeing signs of
recovery. Engineers are continuing to work on any residual storage impact to fully mitigate this issue. We are also working with the impacted service

teams to validate their service health in order to update this status page.

NEXT UPDATE: The next update will be provided by 20:00 UTC 05 Sep 2018 or as events warrant.
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Vulnerability Details : CVE-2016-3443

Unspecified vulnerability in Oracle Java SE 6ul113, 7u99, and 8u77 allows remote attackers to affect confidentiality, integrity, and availability via vectors related to 2D, NOTE: the previous
information is from the April 2016 CPU, Oracle has not commented on third-party claims that this issue allows remote attackers to obtain sensitive information via crafted font data, which
triggers an out-of-bounds read.

Publish Date ; 2016-04-21 Last Update Date : 2016-12-02

Collapse All Expand All Select Select&Copy Scroll To Comments External Links
Search Twitter Search YouTube Search Google

— CVSS Scores & Vulnerability Types

CVSS Score -

Confidentiality Impact Complete (There is total information disclosure, resulting in all system files being revealed.)
Integrity Impact Complete (There is a total compromise of system integrity. There is a complete loss of system protection, resulting in the entire system being
compromised.)

Availability Impact Complete (There is a total shutdown of the affected r e, The attacker can render the r

urce completely unavailable.)

esou

Access Complexity Low (Specialized ac conditions or extenuating circumstances do not Very little knowledge or skill is required to exploit, )
Authentication Mot required {Authentication is not required to exploit the vulnerability.)
Gained Access None

Vulnerability Type(s)
CWE ID CWE id is not defined for this vulnerability




